HNucTpykuus ajst o0yqaromuxcs no odecnedyeHn0 HHGOPMAMOHHOH 0€30ACHOCTH NPH
HCNOIb30BAHUM ceTH « UHTepHeT» /11 pa3MellleHUusl B y4eOHbIX Ka0HHeTaxX, B KOTOPbIX
ocylecTBJseTCs: A0CTYN B ceTh «AHTepHeT»

C KaXIbIM TOJIOM MOJIOJICKH B WHTEPHETE CTAHOBUTHCSA OOJBINE, a MIKOJIBHUKU OJHU U3 CaMBIX
aKTUBHBIX Mojb3oBareneil Pynera. Mexay TeM, MOMHUMO OIPOMHOIO KOJMYECTBA BO3MOKHOCTEH, UHTEPHET
HECET U MPOoOJIeMBI. DTa MaMsATKa OJKHA IIOMOYb TeOe Oe30MacHO HAXOAUTHCS B CETH.

Komnbrorepubie BUpychbl

KomnpioTepHblif BUpPYyC - 3TO Ppa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTpamMM, OTIMYUTEIHHON
0COOEHHOCTBIO KOTOPOH SABISETCA COCOOHOCTh K Pa3MHOKEHHUIO. B J0moNHEeHNE K 3TOMY, BUPYCHI MOTYT
MOBPEIUTH WK MOJIHOCThIO YHUUTOXHUTH BCE (Pailyibl ¥ TaHHBIE, TOJIKOHTPOJIbHBIE TIOJIB30BATENI0, OT HMEHH
KOTOpOro Obla 3amylieHa 3apaKeHHas IporpamMma, a TakKkKe IOBPEeIUTh WIH JaXe YHUUYTOXUTh
OTIEpaIMOHHYIO CHCTEMY CO BceMu (haiiiiamu B 11esioM. B OONbIIMHCTBE CllydaeB paclpOCTPaHSIOTCS BUPYCHI
4yepe3 NHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMMm:

1. Vcnonb3yil COBpeMEHHBIE OINEpallMOHHBIE CUCTEMbI, UMEIOLINE CEPbE3HBIM YPOBEHb 3aLUTHI OT
BPEIOHOCHBIX IIPOrPaMM;

2. TIlocrosHHO ycraHaBnMBaiW mayTH (UM(GPOBBIE 3aAIUIATKH, KOTOPbIE aBTOMATHUYECKH
YCTaHABJIMBAIOTCA C LENBI0 JOPAOOTKH MPOTPaMMBbl) M Jpyriue OOHOBIICHHUS CBOCH ONEpalliOHHON CHCTEMBI.
CkaumBaii WX TONBKO C oQuIUANBHOTO caiita paspabotunka OC. Ecmum cymecTtByer pexum
aBTOMAaTHYECKOT0 OOHOBJICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEpE IO TpaBaMH TOJb30BaTElsA, & HE AJMUHUCTpATOpa. DTO HE
IIO3BOJIUT 6OJ'II)IHI/IHCTBy BPCAOHOCHBIX IIPOrpaMM MHHCTAJUIMPOBATBCAd Ha TBOEM IICPCOHAJIBHOM
KOMITBIOTEPE;

4. UHcnonp3ydl aHTHBHPYCHBIE TPOTPaAMMHBIE TPOAYKTHI W3BECTHBIX MPOU3BOAMUTENCH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb (puU3HYECKHid JOCTYH K KOMIIBIOTEPY U1l TOCTOPOHHUX JIMLL;

6. Vcnonp3yii BHELTHME HOCUTENM MH(OpMaIK, Takue Kak (iielka, JUCK Wi ¢aill u3 MHTepHeTa,
TOJIKO U3 MIPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbiBali KOMIIbIOTEpHBIE (ailfibl, MOITY4YEHHbIE W3 HEHAJC)KHBIX HCTOYHMKOB. Jlaxke Te
¢ailnbl, KOTOpbIE pHCIal TBOM 3HAKOMBIN. JIyuIlle yToOuHH y HEro, OTHPAaBJIsUI JIU OH Te0e HX.

Ceru WI-FI

Wi-Fi - 5T0 He B Iepefay JaHHBIX, HE TEXHOJOTHS, a BCEro JuIb OpeHa, mapka. Eme B 1991
rofy HMJEpJaHJCKas KommaHus 3apeructpupoBana Opena "WECA", uro o0o3Hauano ciIoBOCOYETaHUE
"Wireless Fidelity", kotopsblil nepeBoanuTcs Kak "0ecrpoBoHas TOYHOCTH".

Jlo Hamiero BpemMeHH Jouuia apyras abOpeBuaTypa, KOTopas SIBJISETCS TaKOW K€ TEXHOJIOTHEH. ITo
ab6peBuarypa "Wi-Fi". Takoe Ha3zBaHue OBLIO JaHO C HAMEKOM Ha CTaHJApPT BBHICIICH 3BYKOBOW TEXHUKH
Hi-Fi, uto B mepeBosie 03HadaeT "BbICOKast TOYHOCTB".



Ha, OecrmiaTHBII HMHTEPHET-IOCTYH B Kade, OTeNsAX U a’pornoprax SBIAETCS OTIMYHOU
BO3MOYKHOCTBIO BBIXOZ[a B MHTepHET. Ho MHOrMe skcnepTsl cuuTaroT, 4ro odmenocrynuele Wi-Fi cetn He
SBIISIIOTCS O€30MTaCHBIMHU.

CoBertbl 110 O€30MacHOCTH paboThI B 00MIEI0CTYIHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro nuunyto uHpopMaiuio yepes odmenoctymnubie Wi-Fi cetu. Pabotast B HuX,
)KeNaTeIbHO He BBOAMUTH MAPOJIH JIOCTYIIA, IOTHHBI i KaKHE - TO HOMEpa;

2. Vicnonp3yii 1 0OHOBIISII aHTUBUPYCHBIE ITPOrpaMMbl U Opanamayep. Tem caMbIM Thl 00€301acHIIIb
ce0s OT 3aKauKH BUpYCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnonwzoBanmu Wi-Fi otkmoun dyaknuro "OOmui moctyn K daitiaM U npuHTepam'.
JlarHast QyHKIHS 3aKphITa TI0 YMOTYAHUIO, OJTHAKO HEKOTOPBIE TIOJIB30BATENIN aKTUBHPYIOT €€ I yI00CTBa
HCIIOJIb30BaHUsl B paboTe Wi yueoe;

4. He ucnonb3yit myonuunsiii WI-FI nns mepemaum IUYHBIX JaHHBIX, HallpUMep 7S BBIXOJA B
COLMAJIbHBIC CETH WJIM B JJICKTPOHHYIO MOYTY;

5. Ucnonb3y#t Tonbko 3amunieHHoe coenunenue uepe3 HTTPS, a ne HTTP, 1.e. mpu HaGope BeO-
anpeca BBoau umeHHO "https://";

6. B moOmwibHOM Tenedone orkmoun (ynknuto "Tlomkmouenune k Wi-Fi aBromarmdaecku". He
JOMyCKal aBTOMaTHYECKOTO TOJIKITFOUYEHUS yCTpoiicTBa K ceTsiM Wi-Fi 06e3 TBoero cornacusi.

ConuaJbHBIE CeTH

ConmanbHblE CETH AKTHBHO BXOIST B HANly JKW3Hb, MHOTHE JIOAM DPAOOTAIOT M JKUBYT Tam
NocTosIHHO, a B Facebook yxxe 3apeructpupoBaH MHJUIMAp] YENOBEK, YTO SIBIISETCS OJHOM CelIbMOM Bcex
KHUTENeW TUIaHeThl. MHOTHE TMOJb30BaTeNld HE IMOHMMAIOT, YTO HWHGpOpManus, pa3MelleHHas HMH B
COLIMAJIBHBIX CETSIX, MOXKET ObITh HaiJleHa M MCIOJb30BaHA KEM YIOJHO, B TOM YHCIIE HE O0S3aTEeNBHO C
OJlarMMHM HaMEPEHUSIMH.

OCHOBHBIE COBETHI TI0 OE€30MTACHOCTH B COLMAIBHBIX CETAX:

1. Orpanuyb crucok Apy3ei. Y Tedst B Ipy3bsiX HE JTOJKHO ObITh CIy4YailHBIX U HE3HAKOMBIX JIFO/IEH;

2. 3ammMmail cBOl uacTHYHO JXKu3Hb. He ykaspiBall maposu, TenedoHbI, aapeca, AAaTy TBOETO
POXICHUS M IPYTYIO TUYHYIO HHOOPMAIIHIO. 3II0YMBIIICHHHKH MOTYT UCTIOI30BATh Aa)Ke HH()OPMAIIHIO O
TOM, KaK Thl ¥ TBOM POJUTENH IUIAHUPYETE IPOBECTH KAHUKYJIBI;

3. 3amuimail CBOIO pemyTaluio - AepKH €€ B YHUCTOTE U 3ajaBail cebe BOMpOC: XOTeN ObI ThI, YTOOBI
ApyTUe TOJb30BaTeNM BHIEIH, YTO ThI 3arpyxkaemb? [lomymaii, mpexae 4eM dYTo-TO OIMyOJIMKOBATh,

HaIlucaTb U 3arpy3uThb,

4. Ecnu Tl TOBOPHILB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIB3YH CBOE PEAILHOE UMSI U IPYTYIO
JUYHYI0 HHGOPMAIIUU: UMSI, MECTO KUTEJIbCTBA, MECTO yueObl U MpoUee;

5. U36eraii pasmemenus Gororpaduii B UaTepHETE, T/Ie THI H300paskeH Ha MECTHOCTH, MO KOTOPOM
MOHO OIIPEAEIIUTH TBOE MECTOIOJIOKEHUE;

6. IIpu peructpanuu B COLIMAIBLHONW CETH HEOOXOAMMO HCIOIb30BaTh CIOXKHBIE MAPOJIU, COCTOSALINE



u3 OYKB U (P U ¢ KOJIUIECTBOM 3HAKOB HE MEHEeE §;

7. JAns COUMANbHOM CETH, MOYTHl M JIPYTUX CAWTOB HEOOXOJMMO HCIOJIb30BATH PAa3HBIC MAPOJIH.
Torna ecau Tedst B3I0OMAOT, TO 3J0YMBIIUIEHHUKH MOJYYaT AOCTYH TOJIBKO K OJHOMY MECTY, a HE BO BCE

cpasy.
DJIeKTPOHHbBIE IeHbI U

:‘)J'IGKTpOHHBIG JCHBI'H - 3TO OYCHb y,I[O6HBII>i croco0 HJ'IaTe)KefI, OJIHAKO CYHICCTBYIOT MOIIICHHUKH,
KOTOPLIC XOTAT MOJYYUTH OTU ACHBI'U.

9JI€KTpOHHBI€ ACHBI'M MMOABUIINCH COBCCM HCAABHO M MMCHHO H3-3a 3TOI'O BO MHOTHX IOCydapCTBax
A0 CHX IIOp HEC IMPOIIUCAHO ITPO HUX B 3daKOHAX.

B Poccun xe oHM (PYHKIHOHHPYIOT M O HUX YK€ NPOMHMCAHO B 3aKOHE, TJIe WX Pa3lesiaioT Ha
HECKOJIbKO BUJIOB - aHOHMMHBIC U HE aHOHUMHBIC. Pa3HuUIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paszpelaercsi IpOBOAUTH orepanuu 0e3 uaeHTU(PUKALKY [T0JIb30BaTeNs, 8 B HEAHOHUMHBIX WICHTH()HUKAIISL
I10JIb30BATENS SIBIISIETCSA 00s13aTENBHOM.

Taxoke cienyer pa3nuyarh 3JIEKTPOHHBIE (pUaTHBIE AEHBIM (PaBHBI T'OCYJApCTBEHHBIM BAJIIOTAM) U
AJIEKTPOHHbBIEC HE(PUATHBIE IEHBIM (HE PaBHBI TOCYJaPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 110 0€30ITaCHOM paboTe C AICKTPOHHBIMU JCHBTaAMU:
1. [IpuBspkU K cueTy MOOMIIBHBIN TenedoH. DTO caMblil YIOOHBIN U OBICTPBINA CITIOCOO BOCCTAHOBUTH
nocTyn K cuety. IIpuBsi3aHHbIN TenedoH MOMOXKET, eciiu 3a0y/iellb CBOM IUIaTeKHBIA Mapoib WU 3aijielb

Ha CAlT C HE3HAKOMOT'0 YCTPOKCTBA;

2. Ucnonw3yit onHopaszoBbie mapoiu. [locne mepexona Ha yCHIEHHYIO aBTOpH3aIMio0 TeOe yke He
OyJeT yrpokaTh OMAaCHOCTh KPaXKH WM MepexBaTa IIaTeKHOTO MapoJis;

3. BeiOepu cnoxubii maposib. IlpecTynmHukam OyneT He MpPOCTO YrajiaTh CIIOXHBIM IapoJib.
HanexHble maposu - 3T0 mapoJid, KOTOpbIE CoJepKaT He MeHee 8 3HAKOB M BKIIIOYAIOT B ce0si CTPOUHbIE U
MPOMHUCHBIE OYKBBI, TU(PBI U HECKOJIBKO CUMBOJIOB, TaKW€ KaK 3HAK JoJuiapa, yHTa, BOCKIMIATEIbHBIN
3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINUHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEILb.

DJIeKTPOHHASA MOYTA

DJNEeKTPOHHAs 10YTa - TO TEXHOJOTHUS U MPEIOCTABIIEMBIE €10 YCIYTU M0 NEPECHUIKE U MOTYYEHHUIO
AJIEKTPOHHBIX COOOIICHUH, KOTOpBIE paclpeleNsioTcs B KOMIbIOTEpHOH ceTH. OOBIYHO 3JIEKTPOHHBIN
MOYTOBBIA SIMUK BBITJIAIUAT CIEAYIOIMMUM 00pa3oM: HUMs TOJIb30BaTesI(@UMs_JoMeHa. Takke Kpome
nepeaayy MpocToro TeKCTa, MMEETCsl BO3MOKHOCTD Tiepe1aBaTh (aibl.

OcHOBHBIE COBETHI 10 6€30MacHOM paboTe C IMEKTPOHHOM MOUTOM:

1. Hago BeIOpaTh NMpaBUIbHBIN MOYTOBBIN cepBUc. B MHTEpHETE €CTh OrPOMHBIN BBIOOp OECIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIYYILIE JOBEPATH TEM, KOI'O 3HACIIb U KTO IIEPBLII B PEUTHHIE;

2. He yxka3piBaili B JIMYHOM TmouTe JUYHYyI0 HHGpopmanmio. Hampumep, mydmie BbIOpaTh



"My3bIKaIbHBIN (haHaT@" nimu "pok2013" BMecTo "Temal3";

3. HMcnonb3yil ABYXAITANHYIO aBTOPU3alMI0. JTO KOIJa IOMHUMO IIAapojsl HY)KHO BBOJIUTBH KO,
NpuUchLIaeMbIi 110 SMS;

4. BeiOepu clIOKHBIA Mapoiib. JJIS KaKIOTO IMOYTOBOTO SIIUKA JOJKEH OBITh CBOM HAaJIE)KHBIN,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;

5. Ecniu ecTh BO3MOXHOCTh HAIIUCATh CaMOMY CBOM JIMYHBIN BOMPOC, UCHOJIB3YH 3Ty BO3MOXKHOCTb;
6. Mcnonb3ylh HECKOJIBKO MOYTOBBIX AMMKOB. [IepBhIM AJisi 4aCTHOM MEpPENHUCKU C aapecaTraMu,
KOTOPBIM ThI JJOBEPsICITh. ITO 3JEKTPOHHBIN aJipec He HA/I0 MCIOJIB30BaTh MPH PETUCTpAIlMU Ha (opymax u

caurax;

7. He oTkpbIBaii Gaiiabl U Ipyrue BIOKEHUS B MUChMAX, JIAXe €CIU OHM IMPHIILIA OT TBOUX JPY3e€il.
Jly4iie yTo4HM y HUX, OTIIPABJISLIN JIM OHH TeOE 3TU (ailibl;

8. [locne okoHYaHus pabOTHI HA TOYTOBOM CEPBUCE MEPE]] 3aKPHITUEM BKIIAJKU C CAUTOM HE 3a0y/b
HakaTb Ha "BeiiTn".

Ku6epOy/uiuHT WK BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOymnuar - mpecienoBaHne COOOIICHUSMH, COJEP)KAIIUMHU  OCKOpOJICHHsSI, arpeccuio,
3aIyrMBaHKe; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHKE C MOMOIIBIO Pa3INYHBIX HHTEPHETCEPBHUCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KHOEPOYILTUHTOM:

1. He Opocaiicst B 60¥. Jlydmmii crioco0: TOCOBETOBAThCS Kak ceOsi BECTH H, €CITU HET TOr0, K KOMY
MOXKHO OOpaTUTbCA, TO BHayaje YCIOKOMTbCA. Ecinm Thl HayHemb OTBeYaTb OCKOPOJIEHUSIMH Ha
OCKOpOJIEHUS, TO TOJBKO €111e O0JIbIIe Pa30AOKeIIb KOH(IUKT;

2. Yopasinsaii cBoel kubeppenyranuei;

3. AHOHUMHOCTh B ceTH MHUMas. CyIIecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOMT 3a aHOHMMHBIM
AKKayHTOM;

4. He crouT BecTH XYJIMTaHCKUHA 00pa3 BUPTyaJbHOM >KU3HHU. VIHTEpHET (QUKCHUpYyeT Bce TBOM
JEeUCTBUS U COXPAHSET UX. Y AATUTh UX Oy/eT KpaiHe 3aTpyJHUTEIbHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyit enuHuuHblii HeraTuB. OJHOpPa30BbIE OCKOPOUTENbHBIE COOOILIEHUS JIydlle
UrHopupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTa UM,

7. ban arpeccopa. B mporpaMmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COLIMAIBbHBIX CETSAX €CTh
BO3MO>XHOCTh OJIOKUPOBKH OTIPABKH COOOLIEHHI ¢ ONpeeNIEeHHBIX a/IpECOB;

8. Eciau Tl cBugerens kubepOymiumHra. TBou AeWCTBHS: BBICTYNUTH NPOTHUB IpecieoBaTels,
[I0Ka3aTb €My, YTO €ro JEWCTBHUS OLICHMBAIOTCSd HETraTUBHO, IOAJEPKATh JKEPTBY, KOTOPOM HYXKHa
MICUXOJIOTHYeCcKast IOMOIIb, COOOLIUTH B3POCIBIM O (PaKTe arpecCUBHOTO TOBEJICHUS B CETH.



MoOuibHbIi Tes1e)oH

CoBpeMeHHbIE CMapT(OHBI U TUIAHIIETH COIEPKAT B ce0e BIOJHE B3POCIBIA (PYHKIIMOHAI, U TETIEPh
OHU MOT'YT KOHKYPHPOBATh CO CTallMOHAPHBIMU KOMIIbloTepaMu. OJHAKO, CPEJCTB 3aALUTHI I NOJOOHBIX
YCTPOMCTB IIOKa 04eHb Majlo. TecTupoBaHKUE U MTOUCK YA3BUMOCTEH B HUX IPOUCXOJUT HE TAK UHTEHCHUBHO,
kak i 1K, To sxe camoe kacaeTcs 1 MOOMIIBHBIX MTPUIIOKEHUH.

CoBpeMeHHbIC MOOHJIbHBIC Opay3epbl YXKe MPaKTHYECKHU JOTHAIM HACTOJbHBIC aHAJIOTH, OJHAKO
pacmmpenue GpyHKIIMOHANIA BJISUET 33 CO00I OOJBINYIO CI0XKHOCTh U MEHBIIIYIO 3aI[UIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTENHN BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUECKUE YSI3BUMOCTH
JUIs1 CBOMX YCTPOMCTB.

OcHoBHBIE COBETHI JiIs 0€301acHOCTH MOOUITBHOTO TenedoHa:

Huuero He siBsieTcst mo-HacTosemMy OecriaTHbIM. byab 0CTOpOXkKeH, Bellb KOraa TeOe MmpeyiaraloT
OecraTHBI KOHTEHT, B HEM MOT'YT ObITh CKPBITBI KaKHE - TO MJIATHBIC YCIYTH,

Hymaii, npexne yem ornpaButh SMS, ¢poro mnm Bugeo. Tl TOYHO 3Haellb, IZle OHU OyAyT B
KOHEYHOM uTOre?

HCO6XO,I[I/IMO OOHOBIIATE OIICPAalMOHHYIO CUCTEMY TBOCTO CMapT(I)OHa;
I/ICHOHBBYﬁ AHTHUBUPYCHBIC ITPOTrPAMMBI I MOOUIBHBIX TGHGQ)OHOB;

He 3arpyxaii nmpujio)keHHs OT HEU3BECTHOI'O UCTOYHMKA, BEJIb OHU MOTYT COJIEPKATh BPEIOHOCHOE
IIporpaMMHOe oOecrieueHue;

[Tocrme Toro Kak ThI BBHIIJCIIb C caiiTa, Te BBOAMI JTUYHYIO HWH(OPMAINIO, 3aiiin B HACTPOUKHU
Opay3epa u ynanu cookies;

Ilepnonnuecku NmpoBepsid, Kakue IUIaTHBIE YCIYTM aKTHBHPOBAaHBI Ha TBOEM Homepe; [laBail cBo
HOMEp MOOMIJIBHOTO Tese(oHa TOIBKO JIOASIM, KOTOPBIX Thl 3HACIIb U KOMY JI0BEpSELIb;

Bluetooth momxeHn ObITh BBIKIIIOUEH, KOT/Ia Thl UM HE MoJib3yelibes. He 3a0biBail nHOT1@ MPOBEPATH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KpacouHble, 3aXBaThIBAIOLIME pa3BICUYEHUs, OOBEIUHSIOIINE
COTHHU ThICSIY YEJIOBEK IO BCceMy MHpY. VIrpoKu ucCCleqyloT NaHHBI UM MUp, OOIIAIOTCS APYT C JIPYrOM,
BBINIOJHAIOT 3aJlaHus, CPaXalTCs C MOHCTpAaMH M IIOJy4YarOT ONBIT. 3a YAOBOJBCTBUE OHU ILIATST:
MOKYTAIOT JUCK, OTJIAYMBAIOT a0OHEMEHT WM MPHOOPETAI0T KaKKe-TO OMIHUU.

Bce atu cpencTtBa uayT Ha HOJJIEp)KaHUE M PAa3BUTHE WUIPHI, a TaKKe Ha caMy O€30MacHOCTh:
COBEpIICHCTBYIOTCS CHUCTEMBbl AaBTOPHM3AlMM, BBITYCKAIOTCS HOBBIE MaTyu (UM(POBBIE 3amjaTKU JJis
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HOI(O6HBIX urpax CTOHUT OIlaCaTbCd HE CTOJIbKO CBOUX COIICPHUKOB, CKOJIBKO KpaXH TBOCTO
mapoJisd, Ha KOTOpOM OCHOBAaHa CUCTEMA aBTOpHU3aAllUN OOJIBLIIMHCTBA urp.



OCHOBHBIC COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu nmpyroit urpok BemeT cedst IUIOXO WM CO3/aeT TeOe HENPHUATHOCTH, 3a0JIOKHpPYH €ro B
CIIMCKE UTPOKOB;

2. Ho;xanyﬁcx AIMUHHCTpaTOpaM HWIpbl Ha IIJIOXOC IIOBECACHUEC OTOI0 HIPOKa, XKEIATCIBHO
MMPUIIOKUTHb KAKHUEC-TO JOKA3aTC/IbCTBA B BUAC CKPUHOB;

3. He yka3wiBaii mnunyro uHdopmaiuio B mpodaiiie urpsl;
4. YBaxkail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uMaabHple TATYH U MOJIBI,

6. Mcnonp3yil clI0KHbIE U pa3HbIe ApOJIH;

7. Jaxe BO BpeMs WIPbl HE CTOMT OTKIIIOYATh aHTUBUpPYC. Iloka ThI Mrpaemb, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

DUIIMHT WIH KPaKa JHYHBIX JaHHBIX
OOBIYHOM KpaXkel JeHer W JOKYMEHTOB CETOIHS Y€ HHKOTO0 HE YAHMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUI 3JIOYMBIIIICHHUKH TI€PEMECTHIINCh B HWHTEPHET, M TPOAOIDKAIOT 3aHUMATHCS
"1r0O0UMBIM" 1€JI0M.
Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJIABHAs IIeIb KOTOPOTO
COCTOHT B ITOJIy4eHUU KOH(DUICHIINATIBHBIX JaHHBIX MOJIK30BATENEH - JIOTHHOB U napoJjeid. Ha anrmuiickom
s3bike phishing unraercs kak gummHr (ot fishing - peiOHas m0BIs, password - TapoJb).

OcHOBHBIE COBETHI 110 OOPHOE € QUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciam Tel mojo3peBaellb, YTO TBOS aHKeTa Obla B3JOMaHa, TO
HE00XO0MMO 3a0JIOKUPOBATH €€ U COOOIINTH aIMHHUCTPATOpPaM pecypca 00 3TOM KaKk MOKHO CKOpee;

2. Ucnonw3yit 6e30macHbie BEO-CAThI, B TOM YKCIIE, MHTEPHET-MAara3nHOB M MTOUCKOBBIX CUCTEM;

3. Hcnonp3yil CJIOXHBIE W pa3Hble Mapoiau. Takum o0pa3oMm, eciau TeOs B3JIOMAKT, TO
3MIOYMBIIUICHHUKH TMOJTYYaT JOCTYM TOJBKO K OJHOMY TBOEMY MPO(HIIIO B CETH, a HE KO BCEM,;

4. Eciiu Te0s B3710MaIIHA, TO HEOOXOAUMO MPEAYNPETUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE JOOABIECHbI
y Te0s B JpY3bsX, O TOM, YTO TeOs B3JIOMAJIM M, BO3MOXHO, OT TBOEr0 UMEHH OYyJeT pacchliaTbes craM U
CCBUIKM Ha (PMIIIMHTOBBIE CANUTHI;

5. YcranoBu HaaexHbIi napois (PIN) Ha MoOuIbHBIN TenedoH;

6. OTKIIFOYH COXpaHEHHE MapoJisi B Opaysepe;

7. He otkpbiBait (paiinel 1 qpyrue BIOXKEHHs B MHChbMaX, JaXKe €CIIM OHU MPUIIUTH OT TBOUX JPY3eH.
Jlydie yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Daitiib.



Hudposas penyranus

[ludppoBast pemyrammst - 3TO HEraTWBHAs WJIM NO3UTHBHAs wuH(popMamus B cetd o Tele.
Komnpomerupyromas nHpopmarus, pa3MelieHHas B UHTEPHETE, MOXKET Cepbe3HbIM 00pa3oM OTpa3UThCs Ha
TBOeH peanbHOM >ku3HU. "Lludpomas penyramus" - 3TO TBOM HMMHUIK, KOTOpHIA (opMupyercs u3
nHpopmanuu o Tebe B UHTEpHETE.

TBoe mecToO KUTCJILCTBA, y‘Ie6BI, TBOC (bI/IHaHCOBOG IIOJIOKCHHUC, 0COOEHHOCTH XapakTepa H
paccka3bl O OJIM3KUX - BCE 9TO HAKAIIJIMBAETCS B CETH.

MHorue noapoCcTKH JErKOMBICIEHHO OTHOCSTCS K IMyOnukanuu audHoi nagopmanuu B UnTepHere,
HE TOHUMas BO3MOXKHBIX TOcieAcTBUH. Thl naxke HE CMOXKEHIb JOTaAaTrbCsi O TOM, 4TO QoTtorpadus,
pa3MelieHHas 5 JIeT Ha3aj, CTajla MPUYMHOM 0TKa3a NpUHATH Te0s Ha paboTy.

KommenTapuu, pasmenienue TBoux (ororpaduii m apyrue IEHCTBUS MOTYT HE HUCYE3HYTh Jaxe
MOCJIe TOTO, KaK Thl UX yJaJIWIIb. Tl HE 3HACIIb, KTO COXpAHWI 3Ty WH(POPMAIUIO, TOIaja JH OHA B
MOMCKOBBIE CHCTEMBbl M COXPAaHWMJIACh JIM OHA, a TJIABHOE: YTO MOAYMAlOT O Te0e OKpyKarollue I0JH,
KOTOpBIC HAWIYT U yBHIAT 3TO. HaliTk mHpOpMAIMIO MHOTO JIET CITYCTS CMOXKET JTIFOOOH - KaK M3 JOOPBIX
noOyXJIeHUH, TaK U C HAMEPEHUEM MPUUNHHUTD BPeA. DTO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI IO 3aIIUTC I.[PI(i)pOBOfI penyranuu:

1. Tomymaii, mpexkae 4eM 4TO-TO MyOJMKOBATh M TepenaBaTh y celOs B Oiiore WM B COIMAIBHOMN
CeTu;

2. B mHacrpoiikax mnpo¢uis yCTaHOBH OTPaHMYCHHS Ha IPOCMOTP TBOETO NPOPHIS H €ro
COJIEP’KUMOT0, CIIeJIall €ro TOJIBKO "uist Ipy3en';

3. He pa3memait u He yka3biBaii WH(OpMAIUIO, KOTOpask MOMXKET KOro-JIM0O OCKOpPOISATh WIH
00MXKaTh.

ABTOpCKOE IPaBO

CoBpeMeHHbIE TKOJIBHUKH - aKTUBHBIE TI0JIb30BaTENH UG POBOro mpocTpancTBa. OIHAKO TaJIEKO HE
BCE 3HAIOT, YTO MOJH30BAHUE MHOTUMH BO3MOXXHOCTSIMHU IU(GPOBOro Mupa TpedyeT coOm0eHus IpaB Ha
MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "uHTENIEKTyaabHasi COOCTBEHHOCTh" OTHOCUTCSI K Pa3JIMYHBIM TBOPEHUSIM YEJIOBEYECKOTO
yMa, HaYMHas ¢ HOBBIX M300peTeHUH M 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, U
3aKaH4MBasi KHUraMu, pororpapusiMu, KHHOQUIbMaMU ¥ My3bIKaJIbHbIMU IPOU3BEIECHUSMHU.

ABTOpCKME TIpaBa - 3TO NpaBa Ha HMHTEIUICKTYalbHYI0 COOCTBEHHOCTh Ha MPOM3BEACHUS HAYKH,
JUTepaTyppl W HMCKycCcTBa. ABTOpCKHME IIpaBa BBICTYMAIOT B KayecTBe TapaHTUHU TOrO, YTO
MHTEJUIEKTYaJIbHBINH/TBOPUECKUH TPyl aBTOpa He Oy/IeT HalpacHbIM, JacT €My CIPaBeJIMBbIE BO3MOKHOCTH
3apaboTaTh Ha pe3ysbTaTaXx CBOErO TPYAa, MOIYYUTh U3BECTHOCTh U Mpu3HaHue. Hukro 6e3 paspemeHus
aBTOpa HE MOXET BOCIPOU3BOJUTH €ro MpPOM3BEIEHHE, PACIPOCTPAHATh, MYOJIWYHO JEMOHCTPUPOBATH,
poJaBaTh, UMIIOPTUPOBATh, MyCKaTh B MMPOKAT, MyOJIUYHO UCTIOIHSATH, TIOKa3bIBATh/UCIIONHATE B AUpPE WIH
pa3Meniath B MIHTEpHeTE.

Hcnonb3oBanue "MupaTrckoro” mporpaMMHOTo 00ecriedeHusl MOXKET MPUBECTH K MHOTUM PHCKaM: OT
MOTEpU JTaHHBIX K TBOMM aKKayHTaM /0 OJOKHUPOBKHM TBOETO YCTPOMCTBA, IJIe YCTAaHOBJIEHA HeJeralbHast
nporpamma. He crout Taxke 3a0bIBaTh, UTO CYIIECTBYIOT JIeTalIbHbIe M OECIUIaTHBIE MPOrPaMMbl, KOTOpBIE



MO>KHO HalTH B CETH.

O nopraJie

CeteBHUOK.p( - TBOH INIaBHBIA COBETYMK B CETU. 3/1€Ch Thl MOXKEIIb Y3HATH O OE30MaCHOCTH B CETH
HOHATHBIM U JOCTYIHBIM S3BIKOM, a IIPU BO3HUKHOBEHUM KPUTHUYECKON CUTYallMM OOPATUTHCS 32 COBETOM.
A TaxoKe IPUHATH Y9aCTHE B KOHKYPCAX M CTaTh CaMbIM IH(DPOBBIM Irpax 1aHuHOM !

WHCTPYKIMUS 11 OBYUAIOIUXCSA Ob HTHOOPMAIIMOHHOM BE3OITACHOCTHU

HEJIb351

1. Bcem moapsin coobmarhk CBOK YacTHYIO HHGOpMaIuio (Hacrosmme ums, pammimio, TenedoH,
ajipec, HOMep LIKOJIbI, a TaKke oTorpaduu CBOU, CBOEH CEMbU U JIpy3eil);

2. OTKpBIBaTh BIOXKEHHBIC (DAiIbI AJIEKTPOHHON TIOYTHI, KOTJIa HE 3HACIIb OTIPABUTEIIS;

3. I'pyOuTh, mpuaupaThcs, OKa3biBaTh JABICHHUE - BECTH ce0s1 HEBEXKIIMBO U arpeCcCUBHO;

4. He pacniopsbkaiics JleHbIaMu TBOCH ceMbH Oe€3 pa3pellieHHs CTapliuX - BCErnua CIparimBai
poauTenen;

5. He Bcrpeuaiics ¢ IHTepHET-3HAKOMBIMHU B pEalbHOM JKU3HMU.



